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Office of the Secretary
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445 12th Street S.W.
Washington, D.C. 20554

Re: Annual Customer Proprietary Network Information Compliance
Certification; EB Docket No. 06-36

Dear Ms. Dortch:

Attached please find the20 10 Annual Customer Proprietary Network Information
("CPNI") Compliance Certification for Mohave Cooperative Services, Inc. Please feel free to
contact me at (202) 342-8614 ifyoll have any questions regarding this filing.

rJctfu.lly Subm· ted,

l~bUULDenise N. Smith

Counsel for Mohave Cooperative Services, Inc.

Attachment

cc: Best Copy and Printing, Inc. (via e-mail)
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Annual Customer Pl'Op:detary Network Information Certification
Pursuant to 47 C.F.R. § 64.2009(e)

EB Docket No. 06-36
March 1,2010

Annual 64..2009(e) CPNI Certification for 2010 coveJing the prior calendar year 2009
Name ofCompany: Mohave Cooperative Services, Inc..
Form 499 Filer ID: 826056
Name of Signatory: Shawn R Broz
Title of Signatory: ChiefExecutive Officer

I, Shawn R.. Broz, certify that I am an officer of Mohave CoopeIative Services, Inc..
("Mohave"), and acting as an agent of Mohave, that I have personal knowledge that Mohave has
established operating procedm'es that are adequate to ensure compliance with the Commission's
CPNI rules. See 47 C.F R. § 64..2001 et seq

Attached to this certification is an accompanying statement explaining how Mohave's
procedures ensure the company is in compliance with the requirements set forth in sections
64,,2001 et seq. of the Commission's rules.

Mohave has not taken any actions (instituted proceedings or filed petitions at either state
commissions, courts, or at the FCC) against data brokers in the past yeaL Mohave has no
information outside of Commission Docket No" 96-115, or that is not otherwise publicly
available (e.g., through news media), regarding the processes pretexters ar'e using to attempt to
access CPNI. The steps the company has taken to protect CPNI include updating its CPNI
pIactices and procedures and conducting new training designed to ensure compliance with the
FCC's modified CPNI rules.

Mohave has not received any customer complaints in the past year concerning the
unauthorized release of CPNL

Shawn R" BIOZ
ChiefExecutive Officer
Mohave Cooperative SeI

Date: __OZ-=+-/:L:........L-1+L...=..J-o.=....L/....::...o_
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Customer Proprietary Network Information Certification

Attachment A

. ... - -',' - - .

COll10HWempIoyees are required torevit}wColnpany'sCPN I practicesalldpl'oc.edliressel forth in training
materials,CPNlpblicy, etc. and 10 acknowledge their comprehension.thereot'. .

:- -.-.:-.-'.- ...-::>.--.--,_:.. - -:-. -.-,"'. -'.. ".-.. -
. -.----. _ .. "

COUlpal1Y .alspreql!ires all outside De~lerSt'lIl?lAgents to review Cornpany'sCPNlpractices and procedurcsand
tQ)19knQwledgecrecdpt alld review thereof.· . . .

Mohave Cooperative Services, Inc. ("Mohayc'\"MC Scrvices",or'Tolnpany"),has established
praCticesl:1lJd procedures adequate toensure compliance wi th Section. 222oftheCommunicnti0l1S Act of
1934, a.samended,and the FederaL COlninunications Commission's ("FCC") rules pertaining to
custol11erproprictary network information ("CPNI") set [01th·in scctions64.2001.-64.201 1 of the
COllllTIissipll's rules. This list summarizes those practices and ptoccdures,which have been updated so
th<:itlheyare adequate to ensure compliance ""lththe Commission's erNl tules, asulOdified by the
CommissiOl1in 2007.

safeglJ~rclinga~Clin~tpretexting .. .. . . . .. . .
• Companytakes reasonable measurcsto discQver and protect against at~en1pt$J(j~ainuntiWhorjzed ~\ccess to.

GPNI,·incluclingfheauthenticatiol1 ofcustomers.prior to disclosing CPNJ based on customer-initiated conta~ts.

Company is COmmitted to notifY the FCCbfanYl10YeJ (jr new i11ethods()fI~retextii1gitdiscoversand of any
#ctions ittakesilgail'lst pretextersnncl dfitabrokets. . ..

Ttainin~al\ddls¢ipUne
• Y()!l1!'allytrail)siJssupervisory alit! n()11~Sllper\fis{)l~.Ypt)rsonnelin an effort to ensure that its employees,in

accordatwc with FCC regulations: .(a)llHdt.lfstandwhaiCPNI is, (b)joininanqcarry-outCompany's obligatioi1
tQProtectCPNk{c) understand whentlleyareandwhetlthey are not autbodzeilfo use or disclose CPNI, Cd)
obmin ~ustomql's' informed consent;as required with tespect to its use fOl'marketingpurposes, and (e) keep
h;~c[)l'dsxegardingreceipLof such eonsent,custoihcr coplplaints regardirlg (;l'lNJ and the use of CPNI for
mark,etjM.¢al1lpaigns.

•

•

• ·Cd.lj1paJlYhasllri~Xpl'ess disciplillarYprocessinplacefor violation of theerimpany;sCPNl pract ices and
procedures. The careless or intentional failure to comply with these practic~saridprocedures may result ill
c1iscipliuaryaetion, up to and includingdischarge.

CompalJy'su~e ()fCPNI
• COlllpany Illakes available on its website htlp:i!wwwJrallch.eom/privacy_policy.php a policy statement about its

use ()fCPNl.

.ConlpanYL,iscsCPNl for thl' following plirposes:

? To initiate, fender, Illalll!,HIl, repair, bill and collectfor services;
Y'To protecUts pi'opert) rights; or to protect its subscribers or other earricrsfromfraudlllent, abusive, or the

llnlawfllillseof~ or slltN:rinlion to,such services;
-"~"'KlIO~:ro""rvicesrm--------.-.--



Y To provide inbound telemarkeling, referral or aum inistrative services to theclJstomer during a custonler
initiated call and with the custome!"!> inf()I'med conscnt.

'y To market additional services to customers that are within thc same categories of service to which .the
customer already subscribes;

);;. To market services formerly kllownasadjulJct-lo-basic services; and
)1- To market additional services to customers 1Pith the receipt ofinformed consent via the use %pt-in (JrOut­

oul, as applicable.

• Conlpany does Ilot disclose or permit <.lCCessto CPNI to ti'ack custOlllerS that caU competing service pmviders.

• Company discloses and pennits access to ePNI where required bYlaw (e.g"lllRleralawfully issued subpoeha).

",':' - -,", -',',"" ,: .:'- ':::,',:'" ",,',-,:' , , ,- ',"
"' "' ". ' " .. ',,"" ,

.··:Opt..out •.••• .•• ••...•.... ...i . .i/>
•.);0' •. G01l1pany·llses optMOll t for the111*'k~tingOfC()IllIU un ica t ions related :o;~ryicesbYits employees outs l,detJlI~····

categoryofservice to which thecustomersubscribes and for affiliatemarketinwofany communications
l'e lated.scl'vices. Whcn CompanYllses ()pt-out approva I, Company provides notification by cIectroni() ot
wtittenl11ethods and waits *It least30 dhy~aftctgiYingclIstOI1Jcl,sndficeaodanql)pOltun ity to opt~Qut.before
3ssuming customer approval touse,disf;lose,Qrpermit access to CPNL Compan)'provides customers with
opH>utnqtj1ications every twoyear$•.. W!\enllsinge-mail for opt-Qutpor!r;,¢s,Company complies withtbe
additional requirements sct forthiuFCC nll.eM.2008(d)(3).AdditionaHy, Companymakes available to every

.·cllstOl1leran opt-out method, <"l.tll(jtlclditi()nalcharge, that is avaihi.ble 24hout's a day, seven days a week.

Customer approval and illfomlcd COnS~Jlt

• COlupanyhasimplemcntCd a systent too.btaitll:lppi'oval tHidillfornleqcbn~ent fromitscllstomers priot to the use
ofCPN! formarketingpurposes; This Systctll alsoaHows forthestatllsofacustomer'sCPN I approval to be .
cll;lartye-stab1ishcd prior to thc uscofGPNt

PriortQ anysolicita.tion for custQmerapproval,.Company notifiescustQmcrsoftheir right to restric:ttheuse
oCWsclosm'e ol~ and access io thell' CPl\lL
¢Olnp~ny llses opt-in apprbvalWhe.n 4sirigbrdtscIosing CPNI f<!l'purposes.otheFthartpermitted under ()pt~

outapproval or in47 USC222 and the FCC'sCPNJ rules.
.J.>l\custolller's approval or disappl'ovalr€llUa1Jls· in effect un Ii I· the CUSt01llcrt.evokesor limits such appfoValc)!;

disappt'Qval.· .
.:} Records ofapprovals arcmailltained fo!"atJeast one year.
.);'·Coll1panyprovides individu<"ll Ii,otlcetQCListolllcrs when solicitlIlg approYalto.use, .disclose. or permitflccess

toCPNL ... .... .... ...•...• .. .•.. ..• . ..
. > /@eqQlltent of Company's CPNI}totlcescgmply with FCC nile 64.2,OQ8(c).

PvNu ... ...
?·CbmpaitYllSes opt-in approvallotrnatketlng by independent coJitr~cti:lrsandjointveniurepartners Mdfor .

then Jnarketing of llon-col11l11unicationsrelated services by itselfalldils.affiliates. When Company uses opt- .
in approval, Compall.Y providesnotificatioll~onsistenl with FCCruie 64.2008(c).

OHc thn(~use

;,. Afterauthenticatioll. Company llses ol'al notice to obtain Iirnited. onc-tilneapproval for lise l)r CPNI Jortllc
dtlration ofaca!!' rhe contents ()fSllCh notice comports with FCCrule642008(f).

Attcfitionalsafeg uards
• Company maint<"lins l~)r '11 least oneyeul' records ofall markd ing campaigns that use its CUS{()l11er,' CPNJ,

including adescrlprioll or each campaign and the CPNI used. the products offered as part of the campaign, and
~--;=rlV1Of1ave.~operalive"'Services-crrm=-~=="~~=~~~' J_=.=_·n4'''<~''_

!



..

instances where CPNI was disclosed to thirdparli~sor where third pmties were allbwed access to CPN I. Such
campaigns are subject to a supervisory approval andcompJiance review process, the I'ccords of which also m'c
maintained for a minimum of one year.

Company has estaNished a supervisory review process designed to ensure compliance with the FCC's erNI
rules.

Company will provide written notice lathe Comn1issiqn ill accordance wilh .l he rcquircmetlts ofFCC rule
64,2009(f)ifever its opt-oulmcchanisms maifulletionillthe manner descri.bcdtherein,

Company may negotiate alternative authenticatlonprncedures !()r serviccsthafCompanyptovides to business
custoJt\ersthf~thf'lveboth a dedicatedaci.;ountfepresi;)llfAtiveand a contract thatspecifiyallyadtlresses CompanY'S
prote¢tionQf ePN!. .

. ' . -- .- ..... ,::. - ',' .-.

Company· ilotitiescustQmers immediatelyofan)i4ccqllnt¢hanges, inc Iud ing ,tddliisscifrecord,authent ication,
online aC9ountan.dpassword related chahgcs, .

Companydesignates one or more officers, as an agentoragents of the company; to sigll and file a CPNI
compliartcecertUkate on an .annual basis, Thcpertificate cQll1brllls to the requirements set forth in FCC ruk
64,2009(0).

In the eveJltQfa hreath of ePN L COmpaliyhasphtctices<alld proccdllrcsinpla<;eto m)tifylawenforcementas
soonaspracticabJe and no later than seven(7}bllsiness'days from discovering the breach. Customers will be
1l0tif1ed {Iftel' the seven (7) day period, unless the,l'e1ev<lnt investigatory party directs Company to delay
notificatibh,orCo111pany and the investigatoi'ylj,uiy agi'eeto an earlier notificatiOn, C6mpuIlY will maintain a
record ofall CPNLsecurity breaches, including a description or the breach andtheCPNllllvolved, along with
notificatiollS senno hnv en (orcemcntandaff¢cfedcusfomers,

COlnpa1ly.disclosesQPNI to customers·litConijlahy's,retVil·.locations if thecl!~tQI'l¢rfirst:ptes¢ntsa
10 malchingthecustomer's account information, .

For onlinecllstomer access to CPNI, Company authenticates the cllstomer (oritsauthorize<Jrepresentative)
without the .1lSe ofteadilyavai lablebiographica LQi'McQI,lIltinformation. Aner thecHstomerhas been
authenticated,Company utilizes acustonler~estabJishedpasswordto au.lhorjzeaccountaccess. Company
estabHshespasswords and hasemployedback~upautl1enritation for lost or fOfgottenpasswoi'(ls consistent \\;ith
the requil'emcl1tsofFCC rule 64.2010(13),· .

Forcllsto1l)er-in itiatecltelephonc inquiries regard [rlgor requiring accesstoCPNI, Cornpanyauthenticatcs the
customer (orits authorized representatiye),thrOllgha pr~-establishcdpasswqrd,,,,,itllouLprompting throug.h the.
use ofreadilyavaiJahle biogr<lphical qraccountinfonnation.lf the clistomercannolprovidea password. then
CompanyQtlly<Jiscloses call detail informationby sendiJlg it to the clislomcr'saddressQfrecord, or nVn::lllllnO

tusiomeratthetelephtine nlllllber ofJ'ecQi'd,

•

•

•

•

•

•

•

•

• When Company discloses 10 or provides inoependentcontractors Dr jnint veliturepartners with access 10 CPNI,.it
does so pursmlllttoconfidcntial ity agrecmcntsthat (a) n~quitc the indcpendenfcQntrador/jdint venture parlner to
lise CPNI ollly {'artlle purpose it has been provided, (b) prohibit independent contractor/joint venture partners
disclosure<ofslIch ePN I except under fot'c¢of laW, and (c) require the indepentlenttolltrattof/joint venture
partflet'to haveapproprialc protcctiollsin 1)laCe to enSlJrC the ong.ning confidehfiality oftheCPN L
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